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National Government Services, Inc. has produced this material as
an informational reference for providers furnishing services in our
contract jurisdiction. National Government Services employees,
agents, and staff make no representation, warranty, or guarantee
that this compilation of Medicare information is error-free and will
bear no responsibility or liability for the results or consequences of
the use of this material. Although every reasonable effort has
been made to assure the accuracy of the information within these
pages at the time of publication, the Medicare Program is
constantly changing, and it is the responsibility of each provider to
remain abreast of the Medicare Program requirements. Any
regulations, policies and/or guidelines cited in this publication are
subject to change without further notice. Current Medicare
regulations can be found on the CVIS website.
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https://www.cms.gov/

» Attendees/providers are never permitted to
record (tape record or any other method) our
educational events

» This applies to our webinars, teleconferences, live events
and any other type of National Government Services
educational events
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= Know benefits of using PECOS

» Understand the CMS systems and their
relationships

= How to retrieve or create an I&A user account

* How to get connected to organization/individual
enrollments and manage staff's access
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Benefits of PECOS

CMS Systems and Relationship
Retrieve/Create |I&A User Account
Organization/Individual Enrollment Access

Manage Staff's Access
Contact Information and Resources
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= Access to current Medicare provider enrollment
iInformation submitted electronically or by paper

= Submit electronic application for any provider
enrollment scenario with the following features

= electronic signatures or upload certification statements

» upload supporting documents (PDF or TIFF)
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= References
= NGS website: Learn About PECOS Web Part A or Part B
= CMS website: Internet-based PECOS

= PECOS website: Provider & Supplier Resources,
Enrollment Tutorials and Accessibility
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https://www.ngsmedicare.com/web/ngs/submit-enrollment-application4?selectedArticleId=129609&lob=93617&state=97256&region=93623
https://www.ngsmedicare.com/web/ngs/submit-provider-application?selectedArticleId=129609&lob=96664&state=97178&region=93623
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/MedicareProviderSupEnroll/InternetbasedPECOS.html
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://pecos.cms.hhs.gov/pecos/help-main/accessibility.jsp#headingLvl1
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|ldentity & Access (I&A) Management System

National Plan &
Enroliment, CI Provider
and Ownersh Enumeration

System (PECO System (NPPES)

Electronic
Health Records
(EHR)
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e iii———————
ldentity & Access Management System

FCM'S Centers for Medicare & Medicaid Services

Idantity & Access Management System (2] Help

Authorized users are able to =ign in to the Identity & Access Management System. IFf you are a new user you must first pegister.

Sign In Dne acoount to access multiple systems
= |ndicates required flald(s) Create one account with the Identity & Access Management
it Sl System to manage access to NPPES, PECOS, and EHR incantive
Sl programs, manage staff, and authorize others to access your
EELTRETTON Croabe Acoount Mow f
® Password:

Use this gystem to register for
Medicars or updats your
current enroliment information.

EIEjl‘j! Paseward
(7] Ratrieve Forgotten Wser [0

Hegister to receive EHR
imoentive paymants for eligible
professionals and hospitals that
adopt, implemant and upgrade
or demonstrate meaningful use
with certified EMR technology.

=.. NPPES Use this systam to apply for

and manage National Provider
Identifiers (NP1s).

(2] Enter your PIN

B Pl | Prietir £ B S

Quick Reference Guide .. Fregquently Asked Questions
Overview of features and tools Answers o common questions about registration, who
b0 IARAE YOur socount. should registar, and how to manage your sccount.

To learn more about Multi-Factor Authentication (MFA) click hore

ational Government
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https://nppes.cms.hhs.gov/IAWeb/login.do

* Purpose for |&A security system

* Individual profile for user ID to access multiple systems

« PECOS (Medicare provider enrollment information)
« NPPES (NPI information)

« EHR (Electronic Health Records Incentive Program)
» Connection to organization and individual enroliments

» Authorize and manage staffs access to enroliment
information

services.
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https://pecos.cms.hhs.gov/pecos/login.do#headingLv1
https://nppes.cms.hhs.gov/#/
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Identity & Access Management System

Sign In

® indicates required field(s)

® User 1D

¥ Passwaord:

I'E- Fargel Passward

(2 Retrieve Forgotten user 1D _

(2] Enter your PIN

Qulck Referenoe Gulde
f Overview of features and tools
,-"Aa... lo manage your accounl.

(*National Government
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[7] Halp

Authorired users are able to ign in 1o the [demity & Access Management System. IF you &re & mew user you must frst register.

One account to access multiple systems

Create one account with the Tdentity & Access Management
Syetem o Manage 3Lcass o NPPES, PECOS, and EHR incantivae
programs, manage stall, and authorize others to access your

EIETAE N Corale Acoount Now }

“ECOS
(4R

L AL

== NPPES

Mptoesd P L Pt Eramagngn Syeem

Freqpuently Asked Questions

Use this system bo register for
Medicara or update your
currant anrallmant inlormation.

Register to receive EHR
Incentive payments for eligible
prodassionals and hospitals that
adapt, implernent and upgrade
or demonstrate meaningful use
with cartifiad EHR tachnalogy.

Utsa this system bo apply for
and manage Mational Provider
Identifiers (KPls).

Answers o comman gquestions about registration, who

should register, and how to

Tao learn more alout Multi-Facter Authantication (MFA) click hare

manage your account.
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ﬁ:— M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help

Retrieve Forgotten User ID - Information

« Back to Previous Page

£l Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User 1D by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* jndicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:
o DoY)
' |

* First Name:

* Last Namea:
* pParsonal Phone Number:

* Home ZIP/ Postal Code:

ational Government

16
services.

*N




Retrieve Forgotten User ID - Confirmation

: ' The User ID associated with this account is: XXOXOOOOKK
A

Continue to Change Passwurd’

17
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MIS Centers for Medicare & Medicaid Services

Identity & Access Management System (2] Help

Reset Password

* indicates required field(s)

« Back to Previous Page

Please enter a new password, and the new password again for verification:

* New Password:

* Confirm New Password:

Password Compliance:
Must be different from your previous 6 passwords.

TxEEEEREEXS

Passwords may only be changed once every 24 hours,
Must be 8-12 alphanumenc characters.

Must contain at least one letter.
Must contain at least one numbeer.
Must contain at least one valid special character.
Must not contain any invalid special characters.
Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain first name or last name.

Must not be the same as the User ID.

Mew Password must match Confirm New Password,

| cance

'*National Government
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M'S Centers for Medicare & Medicaid Services

Identity & Access Management System (7] Help

Authorized oiars & able Do gign in io tha ldentity & Access Managemanl Sywtem. [T you are & heéw wisd you muil ire! fegi

Sgn In One account 1o aocess mulliple systems

* indicates required Reld{s) Craate cne Booun] with tha (dentity & Adtess Managemasht

System o manage access bo NFPES, PECOS, and EHR Incantive

el PrOAramS, manaas stall, and authorize STRErs 10 ACCERs your
infarmathen, [EEES R FSST IS " —
* Pasawond:

U this system to register for
Cr— SECOS e
h’ Cuarfdant annollment infarmation.
11 Forgot Passagrd
[" A2tk Register 1o receve [MA
(7] Bgtrieve Forgobien Wser 1D nopnbive paymants for ekgible
Rmman ] 2= z H professionaks and hospitals that
fr Entar wor PN L . adepl, implamnt el upgride
or demonsirate meaningful use
mith catilied EHA technology.

B8 NPPES use i sscem o 300 s

and manage Mationa) Prowider
[dantifiads (HPLs).

Swioes P | Frossw Eroreossor Tomee

puich Relerende Guide
thnerwhew of leatures and (ool
b manage pour oo

Froquently Asked (poeestions
Arihwers 1 i gudslicne aboul registratibon, wieb
shindd reqgisder, and how Eo manages your socoun

To learn more about Multi-Factor Authentication [MFA) click here

National Government 20
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é’MS Centers for Medicare & Medicaid Services

‘ Identity & Access Management System

User Registration
* indicates required field(s)

ﬂ_; Mote: The e-mail address provided must be a
unigue e=mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

*¥ E-mail Address:

Overview of features

* Confirm E-mail Address: and tools to manage
| your account.

@ Help

Frequently
Asked

Questions

Answers [0 Common
questions about
registration, who should
register, and how to
manage your ac count.

Listen to audio

* Enter the text from the image above:

Y | -

'*National Government
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Identity & Access Maonagoement System LLE] #aziyn

User Registration - Liser Seourity
D Step 1 1 St M St M Fir
r Uiser Saourn Jmasr Tl MiF LA Fln] [T E =
o Y o ol oL

U pndicates requined fekd]s)

Usanr 10 Cosmagsliamcs:

" Usar 1D = Must be 6-12 slphanumenc chargcters and unegues within the [@entity &
dccess Managemant Syxtem and NPPES.,
= Bust not osntasn mone than four nuemenc characters, any Spaces, oF any
speecag] charscters
= pacowsord: = Must not oontain parsonally identifiable informaton sech a5 SN or NPT

Password Compliamon:

Must be 8-12 alphanumentc characihers.
Must contain at least one Mtter.

Mt contain at [aaEt one mueimls,
Must contain ot least ore valsd spedial charactar,
Mirst mot contsin any invakbd specisl characters
Mast mot start with numenc charachens.

Must Mol contain thies repaanng char@oiers.
Must ot Be tha 2arme ad your User LD,
Passwornd must mabch Conhinm Passwsord.

= Confirm Paseword:

NNEEEERENX

PFlease select five diffarent seourily guestions and anter their antwers balow:

" Question 1: = Answor 1
Skt |
® puestion 2o " Amsweer 2o
Sabprt e
" pumstion 3@ = Amswear 30
Sl e
" ipupmstion 4: = Aansweer 4
Sabeci il
# ueestioa 5 " Anseeeir 50
Sabstl e

ational Government
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Identity & Access Management System [Z] Help

User Registration - User Information

l Step 1% nsrep 2 M step 3 M Final

User Security / User Info /-’ MFA Setup / Review

Please provide the details below. They will be used to verify your identity. « Back to Previous Page

* indicates required field(s)

* First Name: * paersonal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Surffiix: * City:

| ~| |
* Business Phone Number: * Country:

| United States ] |
Fax Number: * State/ Province/ Territory:
| SE - Select One ]|
* Date of Birth: (MM/DO/YYYY) * postal/ZIP Code:

* SSNMN:

Primary E-mail Address:
t@email.com

[comme ) [

ational Government
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('EM & Centers for Medicare & Medicaid Services T milot . Sign Omt

Identity & Access Management System (7] Haip

User Registration - Multi-Factor Authentication (MFA) Setup

Step 1 W Step 2 W Step 3 i
User Socurity Usar Infa - MIF& E.Ilupf__, H gt
o

P

= Back {9 Préanicdyd Phge

® indicates required Held{s)

We nead a way to deliver a temporary oode Lo youw o verily your identity. We can do this via a phooe
number {sither by voice or Text /SMS) or you can choose to have it sent to you in an e-mail. You muost
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
=+ Intermational phone numbsers ara not supportad.
& Siandard message and data charges may ba applied by your carmer,

= By entéring a Mobile Phone Numbser, you are certifying that you e the socount holder or have the holder's
pormission to use the phone number to recerve a Text/SMS S SS .

Flaase selact & Multl-Factor Authentlication Method:

* Authentication Method:

=alect Pnmary Authen abicon Method
Phone Mumber Text/SMS

E-mail Address

Phone Mumber Voice Call

E] | o

(*National Government
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User Registration - Registration Complete

Step 1 ¥ Step 2 W Step 3 ¥ Final
User Security L/ User Info [ MFA Setup / Complate

‘ (DCong ratulations, your account has been successfully created.

« If you are an Individual Provider, you will be able to see all associations with your MNPI.

« [f vou are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s].

= If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page P

25
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Act on Behalf

Represent an Approve/ of Individual
present Manage Staff Manage or
Organization . .
Connections Organizational
Providers
Individual Yes Yes Yes Yes
Provider
Authorized Yes Yes Yes Yes
Official
Access Yes Yes Yes Yes
Manager
Staff No No No Yes
Surrogate No No No Yes

'*National Government

services.
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Roles and Relationships

(Authorized Official)

CONNECTION

A3
Ay
2

EMPLOYEE

E‘/%
©
v\ﬂu

(Staff)

(Individual Provider)

(Organizational Provider)

(Staff)

'*Natlonal Government
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" identity & Access Management System (T Heip I
Haamn My Pradila My Connaoclilons

My Profile

My Indairmmation

Blarier Wiy Kame W Ackdra:
==H: I
Business Phene Humber: [ o0 rhone somben: [

Fau Muirishees ety bty |nborsratay
Frimary © ool Address: Dartianl Soem Mpddy Pramany E-msd |
Pravsswad ol Muilti- Factor Authentication [MEA)

Yisir Password will aipera o 57 dayls). Satuipy Changs your MiFL Methods

Chasngi Pasgword = MEN Setug =

Secur Iy

Chaiag Seounty uesbons B AlbEwerd =

Emiployer Infarrmation

S
= Al Fployers
Gty Appraved Fonplayers
iy Approsed and Pemdinag Easgplogers
Oy Canaelled, Disassociated, snd Hepeotesd Fogployess

Soarch By: " FEmployoer Bames Senrch L ohmr

M Erveplospers Exist

My Rk et s lﬁm:ﬂtﬁm PO EHR MPPES

Employer = Empoyar =

I you wish to add an smployer, chick “Add an Employer™ FAudid an Emploryer _

ational Government
Services.
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Identity & Access Management System Help
Home My Profile My Connections
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPIL, If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name: |NPI: | XXXXXXXXX | Search
First Name: ‘ |La5t Name:| |
City: l | State: |35 - Baluck Cirim _gﬂzm:l_

30
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f_ﬂ Help

Identity & Access Management System

M My Profile My Connections MMy Staff

My Profile » Add Employer Search = _Back [0 Previous Page

Saarch for Organizations or Individual Providers that you wish 1o be assaociated with as your amployer. You can search by
entering one or more of the following: Organization Mame, Individual Provider's Last Name, City, State, ZIP or NPIL. If you are

searching for a Provider to work on their behalf, please use My Connections.

NPI: YO0, Heswrch

Organization Mame:

First Mame: Last Mame: |

City: State: | SE - Select One w | ETP:|
Search Results
M ::I“ e —— HPFI Address Wiew NI Wiew Other Mame
Group Name KX K XA Wesw MF{a) I Visw Other Name(s) |

Adkd Ermployer Mot in List

If wour emplayer informabion does not axnst, please select "Add Employer Not i LiSt™,

31

' National Government
* Services.



Identity & Access Management System (£} Help
Hiniwie My Prolike My Cirmmect birive My Stall
My Profile = Add Employer Search = Bachk ko Prevowus Paae

Sesrch for Grgareratiors or ndosidusl Prosesdess that you wieh to be sssonsted with 8% wour smpboyer, You can sesrch by
snberng one or more of the follgwing: Orgarszaton Neme, Individusl Prowvides’s Lest Mame, City, Stete, Z1P or NP, I you sre
gegrchung for 8 Proveder to work on thes behad, plesss use My Connecbors

o ation M weL: ' IO _ Search
Firat Namme: Lawk ﬂ.li'--:g
City: State! | 8E - Seieen One w ZLP:| |

LSearch Hesulls

Mame E:""l Business  pg Address View NPT Views Oiher Name
-
Group Mame OO0 | W PR | itres G hame{n )

& important Mala: Orce approved, Authorted Ofhaa s and fccaas Managers will autsmatically have scceds te all
Busimass Functions far their empleyer and any provider they have been granted ascess to. Stalf Bnd Users must Bbe
Granted sEtid b Bussheds Funchiond by an duatharnsed Offcial o Adteds Manager of the employer.

= [dentify the Contset E-masl addradd For this Empleyer:
#  ige My Primary E-mal Sddress Oft  Emter Employer F-mail Addeess: Comnfirm E-mail Address)

" Plegse sebact the role wou are reguesting for this employern
i S

Aulfodized Gflcal (fegnaliny Tod por ofganiz sl mifonded ko legaly Band [ tff Sl Slsn 0 SFeements |
- Klanages | Qv A q el Tosl Yol T g S s on
Sl Erl Lipsr jveqmking i apgroved CMT appi o o parerai-an .
If SO EFEIOyET INSGEFTLEToN OOES MOt xS, PIEEsE SERCE S0 EmpIaFEr Fot (7 ST [ FAan Empeyar o0 et |

ational Government
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R EE————————————_——_----
Authorized Official or Access Manager

[\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion suthorized to legally bind the organizstion in agreements)
Accass Manager (managing users, updating account information for your provider/organization)
Staff End User (working in approved CMS applilcations for your provider/organization) [:}

I attest that I am an Authorized Official for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information. If I become aware that any information in this application i1s not true, correct,
or complete, 1 agree to notify CMS of this fact in accordance with the time frames established in <42 CFR A§

424.520(b)>.

¥ L I have read, understood, and agree with the above statements.

f—\ =
*National Government Mu
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Access Manager or Staff End User

i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have baan granted access to. Staff End Users must ba
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
El Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

|Access Manager (managing users, updating account information for your p‘nuﬂeﬁnrgmuzm} | ‘ i

Staff End User (working in approved CMS applilcations for your provider/organization)

Please provide the reguired Authorized Officlal inforimation assoclated with this emmployer:
*Authorized OfMMicial Name:

*Aauthorized Oofficial Title:

*Aauthorized Official Phone:

* Avithorized Official E-mall Address:

! |

* panithorized Official Confirin E-imall Address:

'*Natlonal Government
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Identity & Access Management System (] Halg
e Hy Profils My Connections My Stali
My Profile = Add Employer = Conflimation and Review o Bpck to Pravicgs Pags

&) Brnt this pege

Yo are requesting te bae a(n) Access Managor: Contact Information
= You MUST complete Option A or Dption B below g
bafors your registration to act on bohalf of the EE‘E:.;,[;’;:;'”":“ (A=)
Organization below will take effect in CHS San Antenio, Taxas TEIT
applications. Phone: 1-866-484-8049
TTY: 1-866-523-4759
« DPTION A:

HLRE ST -
Print, Sign and Submit to CHS the Access = EMEu PR L L

Hanager Cemification for this request, along with
tha CP 575 [or approved slternate lissued by the
IRS for the Organization for which you are
requesting to be an Access Manager.

= OPTION 0:
Plaass have an axisting Authorizad Official for this
Organization approve your request by loegging in
to this system.

The amployer you have registersd for is:

Group Name o Louinvilly KY 40219~
a3y

Document Management :

Yeu can uplosd, v, and delete documents. You can ks view, sdd. snd delete comments relsted 1o the splosded dosumants

E]llq-umfwmrlhnﬂ bt Uplosded Dorwments
0 of the total reg d 2 o s for complotion have been upleaded.

File Hamae Dracumsent Type Caperamse nts Date Added Actbons

NPI(s) associated with your employer are:

MP1 Legal Busineas Mame Locatisn

ational Government
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Identity & Access Management System (7] Help
Homa I My Prefile | My Connections
My Profile
Employer Information
My Role with this My Status with this
Employer ¥ Employer v Employer v PECOS  EHR NPPES
(+  Group Name Aoobes Maaosr PEI‘tding Approval NO NO NO
Tracking Id
XOHXXHANKK
[* Doe, John Authorized Official ~ Approved YES YES YES
[+ Staff End User Approved NO NO YES

(*National Government
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( CMS Centers for Medicare & Medicaid Services

Identity & Access Mansgement System

hurheiired el bte Bble Do SR 503 the [deniity & Aicent Munsjemenl Syalerm I o e 8 Adw uil pia Selt Feal (el

Sugn In

" jndicatey requined Beld(c]

One account o aotess mudigple sysiens

Create oo pocoaed with tha ity B Soness Masaqtimant
Syilar® 1o Sasdgh ifwid 13 MRE Y, FECOY, 4R BN Scedlroa

¥ i 107
programs, marage stafl, and authorioe oifers to scoess poer
EEEL PR Ve Aol Mow }

" Pivward:

&1 - i
T Tt pak Pyt

vECOS

] trigwg Fodpiiten Lnes If

WL Enler year PIN

sz N\PPES

Pyl e | Peechr Eepewrnler [t

Creerwicw of fralarms and tack
ha msaamge yar acn

T regaentty Anked Questions

T beasrn mere sbogt Multi-Facior hetheabcation (MFR) o o

(*National Government
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ki Thi B 1 egrte for
Madsrarg of updaln paer
curtenl snroliment FbetFuiion

Engreier o receren EHA
ncahilied el For lglis
prplesbongly ard] heapdial sl
S3pl, mphaTies 384 Uy ade
o Jemnpnstrale megninghal une
with ceriified THE lecbnolagy.

i Thih Bysierm 15 apply or
ang ruargge Ratonyl Frovides
ldeniiiar (MFl]

Ravwmin [0 <ommen gues S abdd 'r-;i'.lr:l:lH_ o]
shardie] reislier, and bow I manadge yoer acncand

Identity & Access Management System

Home

Tatal Pending Providers: O

Tatal Pending Serrogates: [

[T/ melp
News & At
Wy Pending Conneclions QEso 16 -
Ertemal Uker Sannges
Thase arn Peading Connection requets that have besn sant to you or your oeganization E'-5 .
and) requie your action ba approee of e Pl Bom 1TSS
5an Alored, Texas TAITY

Slips: | aes ostreds, Dom

Application Links

NEBES
Hational Man and Prawider
Erumsrytion Sylem

BECOE

Hedicare Prividis

Enrcalmant, Chgin, and
{rwnership Sysiem

Quick Actions

il Canonccon |

A St |

stbspen |
S

38



Identity & Access Management System ] Hetp

-

Identity & Access Management System (2] el

Home My Profile My Connections My Staff

Wome  MyProflle  WyComections My Staff

My Connections
WMMME Contssctions will slaw you fo reste sufreqabe relitisnships Between Providers and indivifuals or ooganizations that work on the
Fraviders” behalf,
Connactions will alkw you ba creste semogate relatinships between Providers ad individuaks or aranizaSions fhat work on the Select the name of 3 Canfedtion 1o update of view more information about that consedtion.
Pripwiders' behalf
; 2 : : ] Cearch By: "Employer Mame Sesarch ey
Select the name of 3 Connection o update or view more information abeet that coanection. - -
Group MName
Search By "Employer Name Seawch Ol Group s a surrogate for the Following providers:
Name
il Group  has been autheeined te work on behalfl of the [ndivideal Provider(s) or Mealthcare Drganization[s) Ested below.
U Group Name BIN: oo — wse v rind Frasider Buthon below bo intiate 3 regeest to work on bebalf of a Prowider or Organization sot fsted heve.

Find Provider —

Group : B 5 -
wame a5 suthorized the foflowing surogates

The fllewisg Individeal(s) or Onganization(s) have been sethorired 1o work on behal — S™UP  ga the Add
Serrogate button b initiate the process of autharizing an Individual of Organizatisn 1o won: on sesal of

Graup

Add Sumoggale

EIR™"""" vaa:
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Identity & Access Management System [7] Help
Himrme My Profile My Connections My Stafif
My Connection #= Add Provider = Back to Previous Fage

Search for an Organization or an Individual Provider that you wish to be asseciated with as a surrogate to work on their behalf,
¥ou can saarch by entering one or more of the following: Organization NMamae, Individual Provider's Last Nama, Clty, State, ZIP

afr NP,
Organization Name: NPL: 00K Soarch
First MName: [Last Mame:
City: [ Stabte: | SE - Select One [w] | ZTP:|

Search Results

Hama « MNP Business Mailing Address

-'.' Provider Name OO0

Wiew Cihar Momais) i

Select the business function(s) you would like to access
on bohalf of the provider:

Ll reECOS
] EHR Incentive Program

O] MprES

Courirm e ' | Cancel

(*National Government

services.
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Identity & Access Management System (Tl ety Identity & Access Management System (2] maip
|
Meme  MyPrafile My Consections My Staff Home  WyProfile Wy Connections My Staff
My Conmection b Add Providir = Back b Previos Fis My Connections
Srovider
IﬂTmhrunqmi‘.!:wtmhd'lﬂ:f tis & 1 serrogate. Oace the consedion hias betn approved, yoa wil Casnections will dllow you 1o reate sumogate relationskips bebwests Providers and individuals wc-n;ni:ali:ﬂ;'.lul mark on the
anamatically e connocied B ol assedaied WPTS. Faview the rlormotios bsied below befare you conbinee Providers” behalf.
Selipet the rame of 2 Cosnectien 1o update or view more information abeut that coanection,
[y Provider
Marne

Busisess Fusction(s) Selected: Search By: "Emphoyer Nemse Casah Clocr

" PHOOS . ‘Grousp

# EHE, Incestive Progrars ﬁ = Name

* NAES Group 5 3 summogate for the folowing providers:

Marmi
T send this comnaction requast sotification bo 3 ansther e-mal akdrss b addition to what & cumantly oa ke Tar this
peavider, anfer e additional a-mal sy below, Group s been authorized s werk on bebalf of the Individual Provider(s) or Heathcare Crganization(s) lished belo,
tional E-mall Address: Crenier Easi Addass — s the Find Prorvidier buthon below to initiabe & reguesst to work o beball of 2 Previder or Drganization net lsbed hese.
Findl Poovider
NE4{s) Associabed with this Peowider:
ProviderMame  Delag Buskvess ks e Business Malling Mdress Hame Tracking ID  Business Function Access Status
'-| 2 -r n
A = Provider AR PECDS Pendin
P— XOO0000 sy, B4 ET110-3435 - S .

e EHR Incentive Program  Pending
R HPFES Pending

) |

NGS &
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Approval by Provider (Home Tab)

Identity & Access Management System (@] Help
My Profile My Connections My Staff
Home
News & Alerts
My Pending Connections () EUS Contact Information:
External User Services
These are Pending Connection requests that have been sent to you or your organization (EUS)

PO Box 792750

San Antonio, Texas 78279
https://eus.custhelp.com

and require your action to approve or reject.

Total Pending Providers: 0

Quick Actions
[\, Total Pending Surrogates: 3

Add Connection
Below are Individuals or Organizations who are asking you to authorize them as I
a Surrogate for you (or your organization). Approving these requasts will allow Add Staff

them to access and update your information in the CMS systems you specify.

Add Emplayer i

[=] Pending Requests

Surrogate Provider PECOS EHR NPPES
Group Mame Provider Mame O O O

Selbect All | Approve All Selected Reject All Selected

42

(*National Government

services.




*National Government

services.




Identity & Access Management System 7] Hetp

(r cMS Centers for Medicare & Medicaid Services

Identity & Access Management System 7| Halp

Home My Profile My Seall

Aagthoerand s 20 abl Lo Ege o e tha Hentty b Socess Mueagemand Spplem. [ rou Bk 0 ra e o masd Ut

Sign In

B oy rpopaarand Paskd )y

¥ Uner 102

¥ Paviwnd.

H Eomet Fa i
7] Bt forgatipn whar [0
1| Eoter your FER
Tuikck Belerersn Culde

Irververew o fealarey am

10 e Foiidpr Pleiat o T mgiv]

Oive acdoum] 1o adcess multijle vysienis

Cruatn o mnarenl with the e
S 1S FuiadE bR T R

ity b Rooans Managarnt

FhS, FRCDY. 3R LHE, il

program, monap B, and SUThorin oM D JODE your

L N Crana Ao ow '

*ECO
)

#s NPPES

LT O LT TR
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Uik P wpabe 18 cngete Lo
Fedaiars or updals yoar
CETE, andimsanl ndormghion

EBSE U PR | R
SOl pIETes bor eipubd
et L O R L]
wdopt evpiemiead §d apprate
o inTanrili M Fbh Sl uid
awch rerfed [FHR, {rchnoicrry

|k thip Sy 15 Ry fof
v rangE Matongl Browoer

Setters MElR

Hafme
My Pending Connactions

Thase are Feading Conmaction requests that hawe besn sent 1o you or yoer arganization
ared requine your ction to approve of refedt,

Talal Pesding Providers: ©

Total Pesfing Surreqates:

News & Alerts

(7) ES Contact Information:
External User Services
(EUS)

PO Box 792750
San Ankardo, Texas TRI79
hitps: e, custhelp com

Annlication Links

MPPES

Mabional Ples and Provader
Enemearafion System
PECOS

Midicare Provider
Eneoliment, Chain, and
Cinmershiy System

EHR It Fograims
rromoting [nlsroperatiity
Frograms Registration
System

ik Actions

Add Consecton
A et
Aad Emplayer
s
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Identity & A Ma o0k Sralem e Identity & Access Management System 7 Help
Homi: My Profile My Connections My Stali
Home  MyProfile Wy Cosnections My St
My Connections
My Connections Cenmctions will aow you to create sumegate relationships betwsen Froviders and individuals o Drgarizatbors Bt work on the
sravidars’ behakl,
Connections will allow you b create semogatz nelationships between Providers and individuals or armenizations Rat work on the Salact the nama of a Cennactien to update or view more Infarmation about that consection.
Prawders’ baniall
Selact fhe name of 3 Connection & update or view more information dhoet that coanexfion Saarch By: “Emplayes Name Search Coar
. Provider Name
Saarch By: "Employer Mame Seach
' Provider i 5 surrogate for the following providers:
Mame
| Provicer . heen authoriced o work on Behalf of the Individeal Brovider(s) or Healthcare Drganization[s] Ested below,
Ll PR — _ Use: tia Find Frovider Button below b initiate 3 request fo work en bebal of a Provider or Organization not fsted here.

Find Provider
Provider
Name Nas authorized the following surmogates:

The folowing Indhidealis) or Organization[s) have been sethorized to work on beig  PROVIODET g5 pha A4
Corrogate button b initiake the process of autharizing an Individeal or Ceganization to work on belalf of  Frovider

Add Sumogete —
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Identity & Access Management System [7] Help
Hmryme My Profile My Connections MMy Staff
My Connection = Add Provider = Back to Previeus Pags

Search for an Organization or an Individual Provider that you wish to work on your behalf. You can search by entering one or
more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL

Organization Name: i MHPI: WO Search
First Name: il.u:-l! Marme:
City: ! State: SE - Select One [w]| ZIP:

Search Results

Mamia - HPFI Business Mailing Address
-‘-' Growp Name MR
Wienw Uthar Nama(s) ]

Salect the business function(s) you would like to Access
on behalf of the provider:

Ll rECOS
] EHR Incentive Program

] MPrES

Croritinies } | Cancal

(*National Government
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Identity & Access Management System

Home My Prafile My Connectinm Iy Stal¥

My Conmection » Add Summogate

Group
PR o —
(et

Your Provider Information

Prowider
ame
Duoisg Besiness ds (DBA):
O T

Sumogate Infermation

Group
name
Business Maling Address:

Dusiness Fuaction|s] Selected:

 FECDS
& EHE Igemi Progran
1 HPPES

To sand Hheg conmedion naquest aoiiication to 3 anoter ¢-mol addrees in 35dition to whal & oameniy on Ny for Bl
wamoegate, ealer the addiianal o-mad adeness bek.

Mditiznal |-mad Address:

. |

*N

ational Government
Services.

My Conssctions My Stall

 Flack 1o Frenvieas Fage

My Connections

* s wark on beha¥ of your prowider. Aeview the information listed befiow before pou
Ceminpctioend will Al wou 1o Create surregats rHatisaships between Providers and indvalual o orgasizatioes that sk oa the
Froviders' bahall.

Sadert e naeer of a Conmaciion to update of wisw mone infermation abaat that comsssction.,
Search By “Employer Mame

= Provider Name

Provider
Name

Duck; Donald has been authogized 1o wirk on bedall of the Individual Prowider(s) or HeaRhcare Organization]s) Ested
bebew, Lige the Find Provider button Betow Eo initiabe & reguest to wark on Behall of a Provider or Organization net lisbed

i & surrogate for the following providers:

here
Harrishawg, B 17110-9436 Find Provides
Provider
Mame has sutharized the following surragates:

Tha following Individual(s) or Omanization{s) have besn authorized to work on behalf of | Proswider  Ues tha &dd

SurTgate Buthon 1o initiate the process of authorizing an Individual of Organization to work on behall of  Prowder
HAuldd Surnogabe
Hame Tracking Il Hasiness Function Access Status.
[=] Group MO0 PECOS Punding
Name
WK EMR: Intantive Program Pending
BN MEPES Pending
NPL: 0000000
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(Home Tab) Approval by
Authorized Official/ Access Manager

Identity & Access Management System (7] Help

My Profile My Connections My Staff

Home News & Alerts

My Pending Connections (i) EUS Contact Information:
External User Services

These are Pending Connection requests that have been sent to you or your organization (EUS)

and require your action to approve or reject. PO Box 792730

San Antonio, Texas 78279
https:/f/feus. custhelp.com

/i, Total Pending Providers: ~

These are Indvidual Providers or Healthcare Organizations who have requested : ;
you (or your organization) to work on their behalf, Approving these requests will Quick Actions
allow you and your staff to work on their behalf.

[=] Pending Requests Add Connection I
Provider Surroaate PECOS EHR  NPPES Add Staff |
Provider Name Group Name (. L . Add Employer |

Sﬁlmlﬁnll Approve All Selected Reyect All Selected
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Identity & Access Management System (1) Help
Home My Profile My Connections
My Staff - Active Staff
o R Inciv i

Active Staff
Search by: Employee Last Name . Employee First Name

Employer Name Search Clear

EHR Incentive

Name - Role PECOS p - NPPES
® | Modiy |
® | Modify |
® ([ Wodéy |
®
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Himrme My Profile

My Connections My Stalf

My Stalff = Add Staff

= jrelicates reguired feld{a)

= Back to Provious Faoe

Enter the name and e-mail address of the new staff user you wish to add. MNote that the specified e-mail address will be
asmgnad to all the selectad employanrs.

Than, s=elect the Employer(s) the staff user is to be granted sacocess to and tha select Role the staff user showld have for

that employar.

Plaase be aware tha PIN genecatbied for this invitation will expirse in 72 hours,

= Flrst Marme:
PAiabelle M

= Last M

= E-mveall Addresss:

= Caonfirms E-mall Address:

] Employar

I Grad B i e
EIN: === I

n Prowider
ML oo

CleEcos [ oHR [ MppEs
i“;ﬁ;:aﬁw o i EHR NPPE S
— Select One - [v] PECOS EHR NPPES

) | -

(*Nationgl Government

ervices.

51




Approval by Staff

Fro g rephy@cms.gov
To: jane.aoe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid identity & Access System

Jon Snow reguested that you register as a staff user for yvour emplover{s) AAG
Org One, JON SHOW in the Centers for Medicare and Medicalzd Services Identity
& Access (I&A) system. To continue, pleass either click on the PIN Entry Page
link provided below or cut and paste the link into yvour browser and enter the
e-mail address and the PIM provided below. NMote that the PIN will expire in
T2 hours if not used.

FIN Entry Page: https:.-".-"nppes.cms.t:'rnsl:eat.-".rHwebfraqiscerfregiater_pin.-:!D—

prn: _ XOOOONK

Invitation Tracking ID: HAHHX

Syvatems that currentcly accept I&A log in credentials:
Internet—-based PECOS (https:// /pecos.cms.hhs.gowv)}

EHR Incentiwve Program (https:///ehrincentives.cms.gov)
NFPFES (https://nppes.cms.hhs.gov)

Please do not reply to this message wia £-mail. This address is autocmated,
unattended, and cannot help with guestions or reqguests. If you have any
guestions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Deak

FO Box 752750

San Antonioc, TX 78272

l-BE&E&—dB4-8B049

EUSSupportlcgi . com

(*National Government
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for Medicare & Medicaid Services

| Identity & Access Management Systam (7] seeip

Buthorized users are able to sign in to the Idemtity & Access Management System. If you are a mew user you mest Brst pegister.

Sign In One acoount o acoess multiple systcms

= indicatas ieguired Nald(a) Creabe one actount with the [dentity & Atosss Mandgamant
Syetam bo mansge accese bo MFPES, FECDS, and EHA inconbrea
programs, manage stall, and suthorize others bo access yous

-

" Ugad 102

* Pasiword:

U T gystem Bo regisbar fer

T DECOS roroivineon
L

cuErrent anrollmeent infonmation
0| Easgd Pasawaid Rusgiztar to recsive EHR
imCerive payments for eligble
profescicen st and hospitals that
adopt, implement and upgrade
or demonstrate meaningful wse
with certfled EHR bechnology

28 NPPES e s otan o ooy

snd mamsge fational Provider
Idntilfiars [NPIR)

AL Babrkirye Forgodien Waer 1D

| @ Eenter your Pin |

ekt T L Trese [ et e

Quilck Reference Guide - Frequently Asked Questions
¥ verwew of leslures and Eoods Anvwers (o commaan gquesiicns abowl regisiraleon, who
el B0 manage your aocoant should reqister, pnd how to manage yowr accouni

To learn more ahowt Multl-Factor Authentication [(MFA) click herg

ational Government
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/C/I\i S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Enter PIN

* indicates required field(s)
*E-mail Address:

*PIN:

) | o
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For Assistance With Contact Contact Information

« Changing an NPPES NPl Enumerator Phone: 800-465-3203
password TTY: 800-692-2326

« Establishing a new user ID Email:
and password for NPPES customerservice@npienu

* Questions related to the NPI merator.com
application

» Errors encountered while EUS Help Desk Phone: 866-484-8049
accessing or entering TTY: 866-523-4759
information in PECOS Email:

» Forgotten PECOS user ids EUSSupport@cgi.com
and passwords Live Chat:

https://eus.custhelp.com/

56
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mailto:customerservice@npienumerator.com
mailto:EUSSupport@cgi.com
https://eus.custhelp.com/

NGS Website

HOME EDUCATION - RESDURCES v \ EVENTS ENROLLMENT APPS -

VIEW ALL RESOURCES

Claims and Appeals
Cost Reports

EDI Solutions

Forms

Medicare Compliance
Overpayments

Tools & Calculators

(*National Government

services.

|CEI-I'|[EC[ s

EDI Enrollment

Fee Schedules and Pricers
Medical Policies
MNGSConnex

Production Alerts

Provider Enrollment

57


http://www.ngsmedicare.com/

= Quick reference guides and FAQs for creating

and managing accounts

» |dentity & Access System Quick Reference Guide

« CMS ldentity & Access Management System

(*National Government
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https://nppes.cms.hhs.gov/IAWebContent/Quick_Reference_Guide.pdf
https://nppes.cms.hhs.gov/IAWeb/login.do

= CMS systems and relationships
= NPPES
= PECOS
= |&A

= Retrieve and create |I&A user account and
accessing enroliments

» Manage staff’s access
= Contact information and resources

(*National Government M

services.
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* Follow-up email

= Attendees will be provided a Medicare University

Course Code

= Questions?

follow us on twitter

, @ngsmedicare
FOLLOW US

(*National Government
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https://www.twitter.com/ngsmedicare
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